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Phishing is a type of online scam in which cybercriminals send emails that appear to come from trusted companies or
organizations. Their goal is to trick recipients into revealing personal information, clicking harmful links, or downloading
attachments. Phishing attempts are especially common during the holiday season, with activity increasing from mid-
October through December. Stay alert for these warning signs:

° — Messages that pressure you to act immediately or threaten negative conse-
guences if you don't respond.

e Poor Grammar and Spelling — Obvious spelling mistakes or awkward wording can be signs of a phishing email.

e Mismatched Email Addresses, Links, or Domain Names — Always verify that the sender's email address and any
links match the legitimate organization's website. If they don't, do not click.

e Suspicious Attachments — If an attachment seems unexpected or unusual, don't open it, even if your antivirus soft-
ware doesn't detect a problem.

e Requests for Sensitive Information — Legitimate organizations will not ask you to provide passwords, login creden-
tials, payment details, or other confidential information through email.

o Offers That Seem Too Good to Be True — Be cautious of emails promising money, gift cards, prizes, or valuable re-

wards for little or no effort. If it sounds too good to be true, it probably is.

TO THIS MONTHS WINNER

WINNERS ARE RANDOMLY DRAWN AND ALL CUSTOMERS ARE ELIGIBLE
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63-879-3809

Fax 5

Bernard@bernardtel.net

www.bernardtelephone.com

24/7 Technical Support

Bernard Telephone proudly provides free internet ser-

t the Bernard Ballpark. Stay connected whether
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1-888-958-0911

Secure IT Plus Customers

877-373-3320

Do Not Call Registry
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Iowa One Call
811 or 800-292-8989

OFFICE HOURS

Monday—TFTriday

7:30 AM—4:00 PM

Closed 12:00—12:30 PM
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